
Journal of Law and Society Law College 

Vol.LI, No. 76 University of Peshawar 

 2020 

 

 

69 

CYBER WARFARE AND CURRENT LEGAL 

REGIME: AN ANALYSIS OF THE 

COMBATANT STATUS AND PRINCIPLE OF 

DISTINCTION 
 

Kaniz Fatima
1
, Sami Ur Rahman

2 

Abstract: 

This paper would discuss cyber warfare and different challenges 

related to it that are not covered by the current legal regime 

applicable to cyber warfare. Cyber warfare creates a unique 

battlefield in which no conventional arms are being used. Current 

jurisprudence on cyber warfare suggests that the principles of 

International Humanitarian Law (hereinafter IHL) are applicable on 

this method of war as well. Law of armed conflict is applicable on 

cyber warfare but there are many challenges that are not addressed 

by the current legal regime. This paper would canvas two of these 

challenges. First one is the difficulty in determination of combatant 

status in cyber warfare. The other issue to be examined is the 

impracticability of principle of distinction as there is no clear 

distinction between civilian and military objectives in cyber space due 

to their interconnectivity and dual use character. This paper suggests 

that the principles of traditional warfare should be reshaped to make 

them applicable to the cyber warfare and an analytical study of the 

contemporary legal regime shall be carried out. 
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1. Introduction 

Recent scientific and technical developments have affected every 

sphere of life. Emergence of new technologies has given rise to 

unprecedented means and methods of warfare. Computers and robots 

have replaced traditional weapons on virtual battlefields. Cyber 

warfare is one of the byproduct of emerging technologies.  

Emergence of this new warfare has raised many questions. Do the 

cyber operations really come under the realm of law of war? Do the 

new technologies fit in the ambit of existing legal framework and laws 

of war regime? Can traditional laws of armed conflict be applied 

without any modifications or any new legal regime is needed for this 

new mode of war? All these questions are concerning the International 

legal experts. 

According to Tallinn Manual (2017), IHL is applicable on cyber war 

but since these laws were adopted before the invention of these 

technologies so there are some obvious divergences with the new 

means and methods of war. There are several challenges posed by the 

cyber warfare on which current legal regime is silent. This paper would 

analyze two of these challenges including difficulty in determination 

of combatant status in cyber warfare and impracticability of principle 

of distinction in cyber space.  

The first part of this paper will discuss the applicability of International 

Humanitarian Law (IHL) on cyber warfare. International Law has two 

main bodies of principles related to the concept of warfare i.e. Jus ad 

Bellum (cause of war) and Jus in Bello (conduct of war) (ICRC, 2015). 

The scope of this paper is limited to the principles of Jus in Bello.  
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The second part of paper will analyze traditional criteria to determine 

combatant status and the consequences to apply these criteria on cyber 

space.  

The third part of this paper will analyze the relevancy of principle of 

distinction in cyber space. The dual use of computers and 

interconnectivity of cyber space has blurred the distinction between 

civilian and military objectives.  The paper suggests that there is a need 

to reread the principle of distinction in order to assess that whether it 

is strictly focalized on the prohibition of attacks against civilians or 

whether it prohibits any military cyber operations against civilians. 

The article concludes that the strict application of traditional criteria in 

cyber space may give some odd results. The existing laws on war 

should be amended in order to fit the new genre of cyber combatants 

whose status is unclear and uncertain under current legal regime and 

for this purpose the general principles of IHL may be very helpful i.e. 

principle of proportionality, principle of distinction, principle of 

military necessity, principle of limitation and principle of humanity. 

The focus of this research shall remain on the analytical study of the 

principle of distinction in the context of cyber warfare. 

Cyber-Attacks: 

Cyber-attacks take place in various forms but every cyber operation 

does not fall in the realm of cyber warfare. It is important to distinguish 

the cyber acts of criminal nature and acts of war in cyberspace. For 

instance, cyber-attack to steal data for financial gains e.g., to steal trade 

secrets, credit card details or disruption of networks and cyber 

espionage solely to collect information are criminal acts (Robinovitch 

& Cohen, 2019). These operations do not qualify the definition of 

“cyber-attack” under Law of Armed Conflict. 
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Cyber-criminal acts and cyber operations that constitute cyber war has 

same methods but with different motives and threshold (Muhammad 

Shoaib, 2018). According to one definition, cyber-attack is “any action 

to undermine the functions of a computer network for a political or 

national security purpose (Hathaway, 2012).” According to Tallinn 

Manual, “Cyber-attack is a cyber-operation, whether offensive or 

defensive that is reasonably expected to cause injury or death to 

persons or damage or destructions to objects (Tallin Manual, 2017).” 

Tallinn Manual also provides “Kinetic Effect Equivalency Test” for 

cyber operations to qualify as “attack”. It states that in order to qualify 

for cyber-attack under the Law of Armed Conflict (hereinafter LOAC), 

the effects of cyber operation need to be equal to the effects of kinetic 

armed attack. It requires that the cyber operations that cause injury, 

death or physical destruction of properties would be considered as 

attack (Tallin Manual, 2017). 

In a broader sense “when criminal actions escalate towards causing 

damage to person, property or targets for military objectives, then such 

cyber-attack triggers the jurisdiction of laws of armed conflict 

(Miranda Grange, 2104).” Such attacks constitute acts of cyber 

warfare. Hence, Cyber-attacks could have long term effects and those 

effects can result in the loss of human lives, destruction of 

infrastructure etc.  

Part 1: Cyber Warfare and Applicable Law 

Cyber war creates a unique battlefield as it is different from the 

traditional kinetic war with conventional weapons. On one hand it 

raises new challenges and a plethora of questions for traditional legal 

regime, on the other, it provides opportunities for non-state actors to 

combat asymmetrically with minimum resources on a virtual 

battlefield.  
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 Recent examples of cyber-attack s e.g. Stuxnet cyber-attack on 

nuclear power plant of Iran, cyber-attack by “ISIS Cyber Army” to 

target fifty one American websites in 2015 show the far reaching 

consequences of such operations. These attacks can not only result into 

economic and financial damage but can also cause civilian causalities. 

States can achieve their military objectives by using computers which 

could only be reached by the use of traditional weapons.  

This new field of war triggers universal concerns regarding the 

applicable framework of law. The existing laws on the armed conflict 

e.g., Hague conventions, Geneva Conventions and their Additional 

Protocols were adopted before the invention of new technologies. But 

the novelty of cyber weapons does not exclude them from operation of 

law. In its advisory opinion on the legality of nuclear weapons, ICJ 

held that “the laws of armed conflict have an intrinsic humanitarian 

character and apply to all kinds of warfare and to all kinds of weapons 

(ICJ Reports, 1996).” International experts developed their consensus 

as to the applicability of existing laws of armed conflict on cyber 

warfare as well. Tallinn manual does not provide for lex faranda 

(Tallin Manual, 2017) but provide a valuable insight into the evolving 

custom that is governing the law of cyber war (Jack Sher, 2016). IHL 

as a body of law provides the principles to regulate armed conflict and 

to limit the effects of war. IHL consists of treaty law and customary 

law. It is established now that principles of IHL are applicable to cyber 

warfare as well but there are some obvious divergences between the 

traditional laws and new methods of war (ICRC, 2015). 

Challenges for the Applicability of the Current Laws of War in 

Cyber Space: 

Traditional laws of war regime provides some established principles 

of war to govern the armed conflict. These principles include principle 
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of distinction, principle of proportionality, privileged status of 

combatants, etc. Cyber warfare poses many challenges for LOAC that 

include the interpretation of these rules regarding their applicability to 

cyber space. The question at hand in this scenario is that are the 

existing rules of war applicable on cyber war without any modification 

or is some modification required? The following section of this paper 

will analyze few of these challenges that require modification in the 

traditional criteria provided by laws of armed conflict to make it 

applicable on cyber war. 

Principles of Jus in Bello 

The lex lata commonly known as "the law as it exists" on armed 

conflict established some fundamental principles that limit the brutal 

effects of war and protect those who do not take part in the hostilities. 
The most important principles of Jus in Bello are principle of 

distinction, principle of proportionality and military necessity. In 

traditional war law emphasize to distinguish between civilians and 
combatants and also between civilian objectives and military 

objectives (Additional Protocol I, 1977). It allows using minimum 

force to achieve military objectives. Once the cyber operation qualifies 

the definition of cyber-attack provided by Rule 30 of Tallinn Manual 
and the threshold of use of force mentioned in rule 10 of the Tallinn 

Manual, then such cyber-attack enters into the jurisdiction of laws of 

armed conflict. All the principles of Jus in Bello become applicable on 
such cyber-attack. However strict application of these principles of 

traditional war in cyber space subject to great degree of interpretation.  

An Analysis of Combatant Status in Cyber Space 

a) Combatant Status in Traditional War 

IHL divides its actors into two main classes, combatants and civilians. 

Law requires that combatants should make themselves physically 
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separate and visually distinguished from civilians (Geneva Convention 

III, 1949). This distinction is important for allocation of protections, 

rights and responsibilities on different classes.  It is important to 

outline the difference between combatants and civilians as all the other 

humanitarian principles e.g. principle of proportionality and necessity 

are the direct consequence of this distinction. 

Like the other provisions of IHL the criteria for combatant status is 

derived from long standing customs and traditions. Article 4 of the 

Geneva Convention mentioned four conditions to be fulfilled in order 

to acquire the status of combatant on battlefield.  

a) “That of being commanded by a responsible person 

b) That of having a fixed distinctive emblem recognizable at a 

distance. 

c) That they are carrying arms openly. 

d) That they are conducting their operation according to the laws and 

customs of war (Brussels Declaration, 1874).” 

This definition includes not only the regular armed forces of a State 

but also the militias, volunteer corps and resistance movements. 

Additional Protocol I defines the combatant as “members of the armed 

forces of a party to a conflict (Additional Protocol I, 1977).” Protocol 

explains the term armed force mentioned in the definition as, 

“the armed forces of a party to conflict includes all organized armed 

forces, groups and units which are under a superior command who is 

responsible for the conducts of its subordinates, even if that party is 

represented by a government or an authority not recognized by an 

adverse party (Additional Protocol I, 1977).” 
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This definition of AP I relaxes the criteria of distinct emblem for 

competency but it still requires the fighters to be responsible to a 

superior command and that their conduct must conform the laws of 

war. Through this definition AP I gives space to guerilla fighters and 

insurgent groups in enemy occupied territories but Article 44 of AP I 

again confirm the criteria to carry arms openly. So in majority 

circumstances even the AP I confirm the four conditions as the 

“essential prerequisites to combatant status.” 

Each criterion serves an important function e.g. the first criteria 

ensured that only organized groups can participate in hostilities that 

are fighting on behalf of States. The requirement of responsible 

command excludes the individuals and criminals to avail the 

protection of combatant status. It also brings the concept of 

accountability. 

The 2nd and 3rd criteria require the combatants to wear a distinctive 

emblem e.g., uniform and carry arms openly so that they could be 

distinguished from the civilians. 

The last criterion that requires the combatants to participate in 

hostilities in accordance with the customs and laws of war performs an 

important reinforcing function. This requirement prevents them to 

commit war crimes and conduct hostilities in conformity with the 

principles established by the laws of war. 

b) Consequences of Combatant Status: 

Three major consequences flow from the notion of competency during 

an armed conflict. These are legally entitled to participate in the 

hostilities, lawful target to attack, immunity from prosecution and 

entitled to prisoner of war status on capture.  
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a) The most important consequence of combatant status is that 

they are lawfully entitled to participate in the war. Combatants 

can enjoy immunity against prosecution for lawful warlike 

acts committed during war (England, 2011). AP, I Article 

43(2) provides that combatants have a right to directly 

participate in the hostilities so they cannot be prosecuted for 

the act of killings or destruction they commit during war but 

this immunity does not extend to the war crimes. 

b) The other significant by product of combatant status is 

conferral of prisoner of war status on capture. GC III provides 

for the rights of POW. Their detention is not a punishment but 

they can only be restrained to prevent their return to the 

battlefield. They must be treated humanely and should not be 

put to cruel treatment. But this feature of POW status is not 

exclusive to the combatants, two classes of civilians could also 

enjoy status of POW on capture, including “Civilian 

contractors, laborers accompanying the armed forces and crew 

of merchant marine ships used by belligerents (Geneva 

Convention III, 1949).” 

c) The final consequence of combatant status is that they are 

legitimate target for their enemies as long as they participate 

in hostilities. They can be attacked by the adverse forces until 

their surrender, capture or incapacitation of wounds. 

So the combatant status holds a central position and is remarkably 

static feature of the laws of armed conflict and plays an important role 

in the regulation of hostilities. There are many challenges to the 

contemporary laws related to warfare which includes among others but 

not limited to, unlawful combatants, cluster ammunition, 

indiscriminate attacks, child soldiers, autonomous weaponry and cyber 
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warfare. The following section will analyze whether the traditional 

criteria of competency is appropriate in the area of modern conflicts 

such as cyber warfare. 

An Analysis of Combatant Status in Cyber Warfare: 

It is settled now that principles of IHL are applicable on cyber warfare 

and Tallinn Manual gives us insight that how IHL will be applicable 

on this genre of war. Combatant status is an important legal instrument 

in order to regulate the hostilities. It is significant to determine 

combatant status in cyber warfare for allocation of rights and 

obligations of parties to the war in cyber space. In order to determine 

the cyber combatants we have to apply the criteria provided by Article 

4 of Geneva Convention III. Cyber-attacks require expert knowledge 

and techniques, which ordinary military persons might not possess. 

The nature of cyber-attack suggests a great likelihood of involvement 

of civilians, so States employ civilian experts in most of the cyber-

attacks (Sean Watts, 2012).  This fact makes the notion of combatancy 

complex in cyber space. 

This situation becomes more complex when these civilian hackers and 

cyber-attackers operate using computers only. They lack the basic 
requirement of carrying arms openly because computers are not 

considered as weapons. Another requirement to be considered as 

lawful combatant is wearing a distinct emblem recognizable from a 
distance in order to distinguish themselves from civilians. The central 

element of the cyber operations is anonymity so it seems difficult to 

imagine civilian attackers wearing uniform while operating from their 

computers inside civilian buildings. Moreover, it is unlikely for the 
cyber-attackers to know their superior commander as they are 

connected online and do not have any physical headquarters of offices 

for meetings. They also may not have any internal disciplinary 
mechanisms to regulate their conduct (Daniel Dabrygowski, 2019). 
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Thus when we strictly apply the traditional criteria of competency in 

cyber war the non-military cyber-attackers do not fall under the ambit 

of lawful combatants. The criteria of competency provided by the 
current legal regime on war can only be applied if State incorporates 

cyber-attackers into their regular armed forces (Daniel Dabrygowski, 

2019). Non-military cyber-attackers are unlawful combatants in 

almost all cases. 

According to rule 29 of Tallinn Manual  

“Law does not prohibit civilians from directly participating in 

the hostilities but in this case they would lose their protection 

from attack as long as they so participate (Tallin Manual, 
2017).”  

So Geneva Convention and Tallinn Manual are not clear on 

the status and rights of the non-military cyber combatants even if they 

are operating in their own State. According to current legal regime if 

civilian attackers participate in cyber hostilities they will lose their 

protection against attack and they will not be conferred with POW 

status on capture since they do not qualify for the combatant status 

under Article 4 of third Geneva Convention. This situation creates 

tremendous disparity among the combatants with conventional 

weapons and the cyber combatants with computers and internet. Cyber 

combatants do not enjoy the protected status as the combatants on 

traditional battlefield. 

Challenges for Current Legal War Regime Related to the Status 

of Combatant 

i) Difficulty in determination of combatants: 

Current legal regime i.e. Geneva Conventions and Additional 

Protocols is not clear on the status of cyber combatants and does not 

provide that who can legitimately participate in cyber hostilities. 
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Traditional criteria for determination of combatants in kinetic war are 

not applicable in cyber space. Cyber space creates a different 

battlefield both in respect of weapons used in it and the environment 

in which war can be fought. Cyber operations need an entirely different 

environment, knowledge and strategy for which States have to employ 

persons with expertise in this area. Such persons are civilian 

contractors in most of the cases and it is not possible for them to fulfill 

the tradition criteria to acquire the status and protection of combatants. 

Current legal regime needs to be modified in order to fit this new genre 

of combatants. 

ii) Difficulty in Determination of Rights of Cyber-Attackers: 

Current legal regime applicable on cyber warfare is also silent on the 

rights and obligations of the civilians employed by the States for 

executing cyber-attacks. Tallinn Manual clearly provides that civilians 

can participate in hostilities but in this case they will lose their 

protection against attack (Tallin Manual, 2017). In this situation all the 

civilians even if they are employed by States for cyber operation 

cannot enjoy combatant status since they are unlikely to fulfill the 

traditional definition of combatants provided by Geneva Convention. 

Thus the criteria fixed by lex lata on armed conflict are not appropriate 

for determination of combatant status and their prospective rights in 

cyber warfare. The traditional definition of combatants should be 

expanded to address this issue of great importance. 
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Part 2: Principle of Distinction and Cyber Warfare 

a) Principle of Distinction 

The Jus in Bello principle of distinction is one of the fundamental 

principles of laws of war. This principle requires that “the parties to 

the conflict must at all times distinguish between civilians and 

combatants. Attacks may only be directed against combatants. 

Attacks must not be directed against civilians (Additional Protocol 

I, 1977).” Principle of distinction is a part of Geneva Conventions 

and its Additional Protocols and is applicable in both International 

and non-international armed conflicts. This principle is reaffirmed 

in various international Statutes and military manuals as well. 

Additional Protocol I incorporates this principle in its Article 48 

which requires the parties to the conflict to respect and protect the 

civilians and do not attack on the persons who are not taking part in 

hostilities. This principle serves the main purpose of IHL that is to 

minimize the suffering of people during times of war by providing 

them general protection against attack. Principle of distinction 

provides a three layered protection; a) distinction between 

combatants and civilians, b) distinction between civilian objectives 

and military objective, c) prohibition of indiscriminate attacks 

against civilians.  

a) Thus an attack can only be directed against combatants and not 

against those civilians who are not taking direct part in 

hostilities. IHL defines civilians as those persons who are not 

combatants or not a part of armed forces. This definition creates 

a residuary category of persons who enjoys civilian status. So 

the principle of distinction confers general protection on 

civilians and they cannot be attacked unless directly participate 

in hostilities. Parties to the conflict are bound to respect this 
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principle and any attack directed against civilians is illegal and 

punishable as the Statute of ICC declared it a war crime. 

b) Another important aspect of principle of distinction is that 

parties can direct their attacks only against military objectives 

and there must be a distinction between military objectives and 

civilian objectives. Additional Protocol I define military 

objectives as “those objects which by their nature, location, 

purpose or use make an effective contribution to military action 

and whose total or partial destruction, capture or neutralization 

offers a definite military advantage (Additional Protocol I, 

1977).” Thus civilian objectives which are exclusively in use of 

civilians cannot be attacked. Any military operation which 

destroys civilian properties or cause unnecessary suffering to 

them is prohibited but if a civilian object is being used to 

effectively contribute to a military action, it would be considered 

a military objective. 

c) The third fundamental protection offered by principle of 

distinction is prohibition of indiscriminate and disproportional 

attacks. This is a principle of customary international law and 

reaffirmed in Additional Protocols to Geneva Convention as 

well. Article 51(4)(a) of AP I defines indiscriminate attacks as 

“an attack which cannot distinguish between civilian and 

,military objectives and which may cause loss of civilian life, 

injury to civilians, damage to civilian objects or a combination 

thereof, which would be excessive in relation to the concrete and 

direct military advantage anticipated.” The use of such means 

and methods of combat are prohibited under IHL. Such as the 

prohibition on committing Perfidy or using dum-dum and 

expanding bullets in warfare.  
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Part 3: Modern Warfare and Relevancy of Principle of 

Distinction: 

Principle of distinction is mush relevant in the traditional battlefield 

but its application to cyber warfare raises some important questions. 

The question on hand is that whether a cyber-attack can be 

conducted in conformity with the principle of distinction or not? The 

Tallinn Manual extends this principle of distinction to the cyber-

attacks as well (Tallin Manual, 2017). The principle of distinction 

requires human judgment and understanding that who can be legally 

targeted. Involvement of computers, robots and other factors in the 

modern warfare makes the application of this fundamental principle 

more complex (Gino Silaneo, 2014). Application of distinction 

principle to cyber space poses following challenges. 

i) Determination of Civilians and Combatants: 

Principle of distinction requires that the parties to the conflict should 

distinguish between lawful combatants and civilians and direct their 

attacks only against combatants and military objectives. Author has 

discussed in the previous section of this paper that cyber warfare is 

different from traditional kinetic war. Cyber warfare is being fought 

in a different environment with computers and other artificial 

intelligence devices. In most of the cases civilians are operating 

these devices that do not fulfill the traditional criteria of combatants 

as provided by Geneva Conventions. It raises question that whether 

the civilians employed by the states for performing cyber operations 

can be legally targeted? Thus in cyber space it is difficult to 

distinguish between civilians and combatants and to determine that 

who can legally participate in cyber hostilities in order to obtain 

combatant status. The existing law on cyber warfare is not clear on 
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the status and rights of those non-military persons who are directing 

warheads through computers.   

The principle of distinction states that it is prohibited to use such 

means and methods of war that are indiscriminate in nature. 

Moreover, parties must distinguish between military objectives and 

civilian objectives. This principle is difficult to apply in cyber space 

is difficult because of the interconnectivity of computers and 

networks. In practice such connectivity does not rely on the 

conventional division between civilian and military purposes. “Most 

of the developed countries rely on cyber operations for essential 

services to serve both military and civilian populations, such as 

water and electricity supply, communication and transportation 

(Robert Lantham, 2003).” Thus in cyber space there is no strict 

division between civilian objectives and military objectives which 

make it difficult to separate the targets because of their inherent 

double purpose. This interconnectivity of cyber space makes the 

principle of distinction impractical. 

Tallinn Manual states that “An object which is used for both civilian 

and military purpose including computers, computer networks and 

cyber infrastructure would be considered a military object (Tallin 

Manual, 2017).” 

Since most of the objects in cyber space are used for dual purpose 

in developed countries. This rule means that all such objects 

including electricity networks, power plants and satellites can be 

legally targeted. “This fact makes it an extreme and harsh rule as 

civilian objects could easily be targeted given the vast number of 

digital networks or infrastructure that is used by military and 

civilians’ alike (Miranda Grange, 2014).” Though the law provides 
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that such attack is subject to the principle of proportionality but this 

qualification is limited in practice. 

ii) Indiscriminate Attacks and Cyber Warfare: 

Indiscriminate attacks are prohibited by the laws of armed conflict. 

In cyber warfare different means and methods are employed for 

attack. Such means include viruses and worms. “A virus is a code 

fragment that attaches itself to a program and operates when its host 

program begins to work.” The effect of virus cannot be controlled 

and it can infect as many computer systems as possible. These 

viruses and worms cannot distinguish between military and civilian 

objectives. In this case an attack directed against military objectives 

can spread to the civilian network and can damage the whole 

infrastructure. So the cyber-attacks can be indiscriminate in their 

effect as these attacks are unable to make any distinction whatsoever 

among military and civilian objects or persons. Prevailing law on 

armed conflicts does not provide for any solution for these 

impracticalities which creates many complications for the 

application of this fundamental principle in the area of cyber war. 

Conclusion 

Cyber warfare is different from its traditional counterpart in many 

aspects. The application of traditional legal regime in cyber space 

poses plethora of questions. Tallinn Manual gives a useful guidance 

as how the lex lata is applicable on cyber war but it does not provide 

the solution of new challenges faced by LOAC.  We have examined 

two of these issues that are not addressed by the current legal regime.  

The difficulties with applying the traditional criteria of determining 

combatant status in cyber space, is alas, not practical. The conditions 

provided in Geneva Convention are unlikely to be fulfilled in this 
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area of war. Cyber-attackers and hackers are unlikely to wear a 

uniform or carry arms openly. Moreover, they may not have or know 

the superior commander. Using these strict criteria would exclude a 

large number of cyber warriors from the class of lawful combatants 

thus affecting the rights and privileges of non-military and non-State 

cyber-attackers and makes their status uncertain. We suggest that 

these requirements are inappropriate and can be waived. There is a 

need to reshape and expand the traditional criteria for competency 

in cyber space.  

Another problem is distinguishing targets in cyber space. Computer 

networks are interconnected and used for providing services to 

military as well as civilians. These dual use character and 

interconnectivity of networks create problem for application of 

principle of distinction in cyber space According to Tallinn Manual 

these dual use targets are considered military objectives and can be 

legally targeted. This rule seems harsh as it excludes a vast number 

of digital networks and infrastructure from the application of 

principle of distinction, and put the civilian objects on a greater risk 

of attack. This rule needs to be restructured in order to prevent the 

preposterous and dangerous consequences that would occur in the 

cyber space battlefield by applying this rule.  


